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Abstract

morphic techniques is now difficult to evade the detection based on known signatures and code emulation. But the metamorphic technique re-

Malware writers generally use stealth techniques to evade antivirus detection. However, the malware with encryption and poly-

presents more resistance to detection. In this paper, we give a thorough analysis on metamorphic technique and the detailed introduction of

metamorphic engines and the code obfuscation techniques it uses, as well as contemporary detection technique against metamorphic melware.

In addition, we briefly analyse the application of metamorphic technique in the field of software protection.
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